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Abstract. This paper is about our Ph.D. research on Dynamic Up-
dates (DU) of existing, distributed applications. DU are supported by
partitioning applications and using the partitions as update units in
a component-like, updateable framework. The framework encloses the
necessary functionalities for code replacement, state transfer, interface
adaptations and update propagation. We demonstrate viability of our
ideas by dynamically updating an existing, 3rd party, messaging Java
application.

1 Introduction

The growing popularity of the Internet leads to more and more applications be-
ing distributed and inter-connected. Nodes of such inter-connected applications
require other nodes to be continuously available. At times, such 24/7 applications
have to be updated, e.g., to meet new requirements.

1.1 Research problem and hypothesis

The research question is how to allow evolution of continuously executing appli-
cations that were not prepared for updates from the outset.

Our hypothesis is that support for Dynamic Updates (DU) can be added to
applications after their initial development. By modifying application code at
load time or using a pre-processor, the necessary level of indirection and update
control mechanisms can be provided. The modifications to the application can be
performed (almost) transparently allowing seamless introduction of DU support
to existing applications, which were not prepared for DU from the outset.

To prove our hypothesis, we analyse Java applications. We choose Java of
two reasons: 1) Popularity, especially for building distributed applications, which
makes it easier to find practical examples to illustrate our ideas, and 2) Richness.
Java is a rich language with functional properties, side effects, inheritance and
others. All these properties need to be considered when building dynamically
updateable systems.



1.2 Existing approaches

A number of frameworks address the problem of DU of Java applications. Frame-
works such as SOFA [5] and Formaware [6] support dynamic evolution of Java
applications by introducing the notion of updateable components. In these frame-
works, updateable applications need to be built from scratch using the update-
able components concept.

Many existing applications, however, are not built using component based ap-
proaches. To allow DU of such applications, other solutions have to be found. One
approach to solve this problem is to modify the Java Virtual Machine (JVM),
as presented in [3] and [4]. In both these approaches, a level of indirection on
method calls is introduced so that calls can be redirected at run-time, allow-
ing for dynamically replacing classes. Unfortunately, using a modified virtual
machine is not an acceptable solution in all situations as it would require the
modified JVM to run on all nodes of a distributed application and, therefore,
disables the use of a standard JVM. Furthermore, supporting updates of classes
in a modified JVM introduces a level of indirection on every method call. This
may have a negative impact on performance.

We do not know of any research that addresses the problem of supporting
DU of existing applications.

2 Approach

We use the following approach: 1) identify the necessary functionalities support-
ing DU, and 2) provide a solution for DU of existing applications.

2.1 Identifying the functionalities supporting DU

To support DU of existing applications, we clarify the concept of updates and
dynamic updates. Updates are changes to applications, where a link between
the old and the new version can be provided. Dynamic Updates are updates
performed on executing applications.

We have identified three kinds of DU and the functionalities supporting them:

1. Local Updates (LU) - are updates of an application’s module that are not
visible to the rest of the application (e.g., update of a method’s body). To
support LU the functionalities of code replacement and state transfer need
to be present. State transfer is expressed in a State Transfer Function (STF),
which can support both in-process, and out-of-process updates. In-process
updates require ”advanced”code manipulation to capture the running stack.

2. Global Updates (GU) - are updates of an application’s module that influ-
ences the rest of an application (e.g. modified method name). To support
GU we need adapters that will translate calls from old-version modules to
the updates modules and vice versa. Adapters can be expressed in adapter
functions.



3. Coordinated Updates (CU) - are updates of an application’s module that
can not be hidden by adapters (e.g. modified protocol). CU require that all
modules involved need to be updated atomically. To support CU, a coordi-
nation mechanism, e.g. a Transaction Manager (TM), needs to be present.
Formaware framework[6] demonstrates this approach.

The support for LU, GU, and CU together with a support for update propaga-
tion in form of update requests, was packed into an updateable framework called
DUCS[1].

2.2 Supporting DU of existing applications

Inspired by the J-Orchestra project [8] and the Addistant translator [7] that
present solutions to transparently partition Java applications to achieve distri-
bution, we propose to group the classes of a Java application into partitions and
use partitions as update units in the DUCS framework.

The partitioning is performed on Java byte-code by a conversion tool that
traces classes and replaces cross partition instantiations, invocations and casts
with their equivalents in the DUCS framework. More information on partitioning
can be found in [2].

2.3 Evaluation

We evaluate our approach by applying it to a 3rd party, Java, P2P messaging
application. We present how the process of progressing from an old to a new
version of the application is supported by our solution. Updating the application
illustrates how various kinds of updates and the process of propagating the
updates in a distributed application are performed. In the evaluation, we measure
performance of the application before, during, and after the update process.

3 Conclusion

We have briefly presented our research addressing the support for DU of exist-
ing applications. Our solution combines functionalities supporting DU with a
partitioning approach that allows existing applications to become dynamically
updateable. The solution is evaluated on an existing Java application, a P2P
messaging system, that was not prepared for dynamic updates. We demonstrate
viability of our ideas by updating the application while running and by propa-
gating the updates in the network.
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